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Abstract
The emergence and rapid spread of antimicrobial resistance (AMR) pose a critical threat to global public health, necessitating 

innovative approaches for pathogen identification and resistance prediction. Machine learning (ML) has revolutionised microbial 
genomics by enabling rapid, accurate analysis of vast genomic datasets to predict AMR phenotypes and identify pathogens. This 
review examines recent advances in ML applications for microbial genomics, focusing on supervised and unsupervised learning 
algorithms, deep learning architectures, and their integration with whole-genome sequencing (WGS) data. We discuss the performance 
of various ML models, including random forests, support vector machines, convolutional neural networks, and ensemble methods 
in predicting antimicrobial resistance across different bacterial species. The review highlights challenges in model interpretability, 
data quality, and clinical implementation while exploring emerging trends in federated learning and transfer learning approaches. 
Understanding these computational methodologies is essential for developing rapid diagnostic tools and informing antimicrobial 
stewardship programs in clinical and pharmaceutical settings.
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Introduction

Antimicrobial resistance represents one of the most pressing 
challenges in modern medicine and pharmaceutical sciences. 
The World Health Organisation estimates that bacterial AMR was 
directly responsible for 1.27 million deaths globally in 2019, with 
projections suggesting this number could rise dramatically without 
intervention [1]. Traditional culture-based methods for pathogen 
identification and antimicrobial susceptibility testing (AST) require 
24-72 hours, delaying appropriate treatment and contributing to 
AMR development through empirical antibiotic use [2].

The advent of next-generation sequencing technologies 
has generated unprecedented volumes of microbial genomic 
data, creating both opportunities and challenges for pathogen 
surveillance and resistance prediction. Whole-genome sequencing 
can identify resistance genes, virulence factors, and phylogenetic 
relationships, but manual analysis of these complex datasets is 
time-consuming and requires specialised expertise [3]. Machine 
learning has emerged as a transformative approach to extract 
actionable insights from genomic data, offering the potential for 
rapid, accurate prediction of antimicrobial resistance phenotypes 
directly from genotypic information [4].

Recent years have witnessed remarkable progress in 
applying ML algorithms to microbial genomics, with models 
achieving accuracy rates exceeding 95% for specific pathogen-
antibiotic combinations [5]. These computational approaches 
leverage diverse genomic features, including single-nucleotide 
polymorphisms (SNPs), k-mers, gene presence/absence patterns, 
and pangenome variations to construct predictive models [6]. 
The integration of ML with genomic epidemiology has enhanced 
outbreak detection, transmission tracking, and prediction of 
resistance emergence, providing valuable tools for public health 
surveillance and pharmaceutical development [7].

This review synthesises current knowledge on ML applications 
in microbial genomics, examining algorithmic approaches, 
performance metrics, and clinical translation challenges. We 
analyse the comparative effectiveness of different ML architectures, 
discuss data preprocessing and feature engineering strategies, and 
explore future directions, including explainable AI and integration 
with other omics data. Understanding these technologies is crucial 
for microbiologists, pharmaceutical scientists, and clinicians 
working to combat antimicrobial resistance.

Machine learning fundamentals in genomic analysis

Supervised learning approaches

Supervised learning algorithms form the foundation of most 
AMR prediction models, utilizing labelled training data where 
genotypes are paired with known resistance phenotypes. Random 
forest (RF) classifiers have demonstrated particular success 
in genomic applications due to their ability to handle high-
dimensional data, capture non-linear relationships, and provide 
feature importance metrics [8]. RF models aggregate predictions 
from multiple decision trees, each trained on bootstrap samples 
of the data, reducing overfitting while maintaining predictive 
accuracy [9].

Support vector machines (SVMs) have been extensively applied 
in microbial genomics, particularly for binary classification 
tasks, such as distinguishing between susceptible and resistant 
phenotypes. SVMs identify optimal hyperplanes that maximise the 
margin between classes in high-dimensional feature spaces, often 
employing kernel functions to handle non-linearly separable data 
[10]. Studies have shown that SVM models with radial basis function 
kernels achieve competitive performance for AMR prediction in 
Mycobacterium tuberculosis and Staphylococcus aureus [11].

Gradient boosting methods, including XGBoost and LightGBM, 
have gained prominence in recent genomic studies due to their 
superior handling of imbalanced datasets and ability to capture 
complex interaction effects between genomic features [12]. These 
ensemble methods sequentially build decision trees, with each 
iteration focusing on correcting errors from previous models, 
resulting in highly accurate predictions for diverse bacterial 
species and antibiotic classes [13]. Table 1 shows the comparison 
of machine learning algorithms for antimicrobial resistance 
prediction.

Deep learning architectures

Deep learning represents a paradigm shift in ML-based genomic 
analysis, utilising artificial neural networks with multiple hidden 
layers to automatically learn hierarchical feature representations 
from raw data. Convolutional neural networks (CNNs) have 
been adapted from image recognition tasks to analyse genomic 
sequences, treating DNA sequences as one-dimensional signals 
where convolution operations identify motifs and patterns 
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Algorithm Advantages Disadvantages
Typical  

Accuracy 
Range

Computa-
tional Cost

Dataset 
Size (n) Dataset Source

Random Forest Handles high-dimen-
sional data; provides 
feature importance; 
resistant to overfit-

ting

Requires substantial 
memory; less inter-
pretable with many 

trees

85-95% Moderate n = 
3,000–
15,000

PATRIC, Clinical 
isolates

Support Vector 
Machine

Effective in high-
dimensional spaces; 

versatile kernel 
functions

Computationally 
intensive for large 

datasets; sensitive to 
parameter tuning

83-93% High n = 
1,000–
8,000

NCBI, CARD

Gradient Boost-
ing (XGBoost)

Superior perfor-
mance on imbal-

anced data; handles 
missing values

Prone to overfitting 
with improper tuning; 

longer training time

87-96% High n = 
5,000–
20,000

Multi-centre 
surveillance

Convolutional 
Neural Network

Automatic feature 
learning; captures 
sequence motifs

Requires large train-
ing datasets; compu-
tationally expensive; 

limited interpret-
ability

84-94% Very High n = 
10,000–
50,000

Public data-
bases (WGS)

Logistic Regres-
sion

Highly interpretable; 
fast training

Assumes linear 
relationships; limited 
performance on com-

plex patterns

78-88% Low n = 500–
5,000

Single-centre 
studies

Table 1: Comparison of Machine Learning Algorithms for Antimicrobial Resistance Prediction.

Notes: Accuracy ranges represent performance across multiple studies with varying bacterial species, antibiotics, and validation ap-
proaches. Dataset sizes indicate typical training set sizes used in published studies. Cross-validation methods varied: most studies 

employed 10-fold or 5-fold cross-validation, while some used leave-one-out cross-validation or external test set validation. Performance 
metrics are for binary classification (resistant/susceptible); multi-class prediction typically shows 5–15% lower accuracy. External vali-
dation on independent datasets generally revealed 3–10% performance degradation compared to cross-validation estimates, highlight-

ing the importance of rigorous evaluation protocols. 

Sources: Data compiled from references [8–19].

associated with resistance [14]. CNN architectures can process 
raw nucleotide sequences without extensive feature engineering, 
learning relevant genomic signatures directly from training data 
[15].

Recurrent neural networks (RNNs), particularly long short-
term memory (LSTM) networks, excel at capturing sequential 
dependencies in genomic data, making them suitable for analysing 
gene order effects and regulatory relationships [16]. Recent 
studies have employed bidirectional LSTM architectures to predict 

AMR phenotypes from assembled genome sequences, achieving 
accuracies comparable to or exceeding traditional ML methods 
while providing insights into positional genomic features [17].

Attention mechanisms and transformer architectures, 
originally developed for natural language processing, have 
recently been applied to microbial genomics with promising 
results [18]. These models can identify relevant genomic regions 
without relying on predefined features, potentially uncovering 
novel resistance mechanisms that are not captured by existing 
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databases. Deep learning models require substantial training data 
and computational resources but offer advantages in handling 
complex, multi-drug resistance patterns and identifying epistatic 
interactions between resistance genes [19]. Figure 1 presents the 
machine learning workflow for antimicrobial resistance prediction 
from genomic data.

Transformer-based architectures have shown particular 
promise in recent genomic applications due to their self-attention 
mechanisms that enable modelling of long-range dependencies 
without recurrent connections. DNABERT, a BERT-based model 
pre-trained on genomic sequences, has demonstrated superior 
performance in tasks such as promoter prediction, splice site 
identification, and transcription factor binding site recognition 
when fine-tuned for AMR gene prediction [20]. Evolutionary Scale 
Modeling (ESM) and similar protein language models have been 
adapted for analysing resistance-conferring protein sequences, 
achieving state-of-the-art results in predicting functional effects of 
mutations in beta-lactamases and other resistance enzymes [21].

BioGPT and genomic foundation models represent an emerging 
paradigm where large-scale pre-training on diverse genomic 
datasets enables transfer learning to specific AMR prediction 
tasks with limited labelled data [22]. These models can process 
both nucleotide and amino acid sequences, potentially identifying 
novel resistance mechanisms through unsupervised pattern 
recognition. Recent studies have applied transformer architectures 
to metagenomic AMR gene detection, where the ability to 
capture contextual information across long DNA fragments 
improves identification of resistance genes in complex microbial 
communities [18].

Despite their advantages, transformer models present 
significant computational challenges, typically requiring GPU 
clusters and substantial training time. The data requirements 
for effective transformer training often exceed what is available 
for many pathogen-antibiotic combinations. However, the rapid 
development of more efficient architectures and the availability of 
pre-trained genomic models suggest that transformers will play an 
increasingly important role in AMR prediction as computational 
resources become more accessible and genomic databases 
continue to expand [20,21].

Figure 1: Machine Learning Workflow for Antimicrobial Resis-
tance Prediction from Genomic Data. This workflow illustrates 

the complete machine learning pipeline for AMR prediction 
from raw sequencing data. The process begins with DNA extrac-
tion and whole-genome sequencing, followed by quality control 

steps including adapter trimming and quality score filtering. 
Genome assembly uses de Bruijn graph-based assemblers for 
short reads or overlap-layout-consensus approaches for long 

reads. Annotation identifies genes, resistance determinants, and 
mobile genetic elements using tools like Prokka and AMRFin-

derPlus. Feature engineering extracts informative genomic 
signatures including SNPs, k-mers, gene presence/absence 
patterns, and pangenome variations. The machine learning 
model training phase employs various algorithms including 

random forests, support vector machines, gradient boosting, and 
deep learning architectures, with hyperparameter optimisation 

through cross-validation. Model validation assesses perfor-
mance using accuracy, sensitivity, specificity, and F1-scores on 

independent test sets. Finally, clinical implementation integrates 
predictions into laboratory information systems for treatment 
guidance, with continuous model updating as new resistance 

data becomes available.

Sources: Adapted from methodologies described in [4,8,14].
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Applications in pathogen identification

Species and strain-level classification

Machine learning algorithms have revolutionised bacterial 
identification by enabling rapid species and strain-level 
classification directly from sequencing data. K-mer-based 
approaches, which decompose genomic sequences into overlapping 
substrings of length k, provide alignment-free methods for 
taxonomic classification when combined with ML classifiers [23]. 
Random forest and neural network models trained on k-mer 
frequency profiles can accurately identify bacterial species from 
short-read sequencing data within minutes, significantly faster 
than traditional BLAST-based approaches [24].

Metagenomic applications present unique challenges due to the 
complexity of mixed microbial communities in clinical samples. 
Deep learning models, particularly CNNs, have demonstrated 
superior performance in taxonomic classification of metagenomic 
reads compared to conventional bioinformatics tools [25]. 
These models can simultaneously identify multiple pathogens in 
polymicrobial infections, a common scenario in respiratory and 
wound infections where accurate pathogen identification is critical 
for treatment decisions [26].

Whole-genome sequencing combined with ML has enhanced 
outbreak investigation by providing high-resolution strain typing 
and phylogenetic analysis. Core genome multilocus sequence 
typing (cgMLST) data analysed through clustering algorithms and 
dimensionality reduction techniques enable rapid identification of 
clonally related isolates during hospital outbreaks [27]. Machine 
learning models can integrate genomic data with epidemiological 
information to predict transmission networks and identify likely 
sources of infection, informing infection control measures [28]. 
Table 2 shows the performance metrics of ML models for pathogen 
Identification across different Bacterial Species.

Benchmark datasets and data resources

The development and evaluation of ML models for AMR 
prediction critically depends on the availability of high-quality, 
well-annotated genomic datasets paired with phenotypic 
resistance information. Several major public databases have 
emerged as essential resources for training and benchmarking 
predictive models, each with distinct characteristics, strengths, and 
limitations.

•	 PATRIC and BV-BRC: The Pathosystems Resource 
Integration Center (PATRIC), now succeeded by the Bacterial 
and Viral Bioinformatics Resource Center (BV-BRC), is one 
of the most comprehensive databases for bacterial genomics 
and AMR data [30]. BV-BRC contains over 500,000 bacterial 
genomes with associated AMR phenotype data for multiple 
antibiotics, derived from both literature curation and direct 
submissions from surveillance programs. The database 
provides standardised annotations for resistance genes 
using the Antibiotic Resistance Ontology (ARO). However, 
phenotype quality varies significantly across entries, with 
some isolates having comprehensive AST results for 20+ 
antibiotics while others have minimal testing data.

•	 NCBI Pathogen Detection: The NCBI Pathogen Detection 
Database focuses on outbreak surveillance and contains 
clustered genome assemblies with associated metadata 
including isolation source, geographic location, and 
antimicrobial susceptibility profiles where available. This 
database excels in temporal coverage of foodborne and 
healthcare-associated pathogens, making it valuable for 
studying AMR evolution over time. Limitations include 
inconsistent antimicrobial testing protocols across 
contributing laboratories and sparse phenotype data for 
environmental isolates.

•	 EMBL-EBI Resources: The European Nucleotide Archive 
(ENA) at EMBL-EBI serves as a primary repository for 
sequence data linked to phenotypic information through 
the European Genome-phenome Archive (EGA). These 
resources are particularly strong for isolates from European 
surveillance programs, including data from the European 
Antimicrobial Resistance Surveillance Network (EARS-Net). 
The standardised phenotype reporting following EUCAST 
guidelines provides high-quality training data, though 
geographic representation heavily favours European clinical 
isolates.

•	 CARD and ResFinder: The Comprehensive Antibiotic 
Resistance Database (CARD) provides curated reference 
sequences for resistance genes and mutations, along with 
their associated resistance mechanisms and phenotypes 
[6]. ResFinder, maintained by the Technical University of 
Denmark, offers a curated database of acquired resistance 
genes and a web-based tool for resistance gene identification 
from WGS data. Associated databases including PointFinder 
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and PlasmidFinder provide complementary information on 
chromosomal mutations and mobile genetic elements. These 
resources are widely used for benchmarking ML models and 
annotating resistance determinants across diverse genomic 
studies.

•	 Dataset Limitations and Benchmarking Considerations: 
Several critical limitations affect all major databases. 
Geographic sampling bias remains pronounced, with 
isolates from North America and Europe dramatically 
overrepresented compared to those from Africa, South 
Asia, and South America, creating models that may 
underperform on strains circulating in underrepresented 
regions. Phenotypic testing methodology also varies across 
contributing laboratories, introducing noise through 
differences in AST methods, breakpoint interpretations, 
and quality control practices. Rare resistance mechanisms 
are systematically underrepresented, creating imbalanced 
datasets where ML models struggle with uncommon but 

clinically significant resistance profiles. For benchmarking, 
train-test splits should account for phylogenetic relatedness 
to avoid overoptimistic performance estimates; temporal 
validation, where models trained on historical data predict 
resistance in more recent isolates, better reflects real-world 
deployment scenarios than random cross-validation.

Virulence factor prediction

Beyond species identification, ML approaches facilitate the 
prediction of virulence factors and pathogenicity potential from 
genomic sequences. Ensemble learning methods combining 
multiple classifiers have been developed to identify genes encoding 
toxins, adhesins, and secretion systems that contribute to bacterial 
pathogenesis [31]. These predictive models assist pharmaceutical 
researchers in identifying therapeutic targets and guiding vaccine 
development by pinpointing conserved virulence factors across 
pathogenic strains [32]. Figure 2 presents the hierarchical clustering 
heatmap of virulence factors and antimicrobial resistance genes.

Figure 2: Hierarchical Clustering Heatmap of Virulence Factors and Antimicrobial Resistance Genes. This heatmap illustrates 
co-occurrence and clustering patterns of virulence factors and antimicrobial resistance genes across bacterial isolates. Rows 

represent individual genes and columns represent isolates. Colour intensity indicates gene presence/absence or expression level, 
with the hierarchical dendrogram revealing co-clustering of genes that frequently co-occur, suggesting shared mobile genetic ele-
ments or co-selection pressures. Ensemble learning methods combining multiple classifiers were used to identify and score these 
genetic features. The clustering reveals functionally related resistance and virulence gene clusters, supporting the hypothesis that 
AMR and virulence co-evolution is driven by shared horizontal gene transfer events, particularly plasmid-mediated dissemination 

in nosocomial pathogens.

Sources: Visualisation approach based on references [31,32].
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Antimicrobial resistance prediction

Genotype-to-phenotype prediction models

The core application of ML in microbial genomics involves 
predicting antimicrobial resistance phenotypes from genomic 
data, a task with direct clinical relevance. Early models focused 
on detecting known resistance genes and mutations from curated 
databases, but modern ML approaches can identify novel genetic 
determinants and complex resistance mechanisms [30]. Feature 
engineering plays a crucial role, with studies comparing gene 
presence/absence matrices, k-mer frequencies, SNP profiles, and 
protein sequence embeddings as input features for ML classifiers 
[33].

Large-scale studies have demonstrated that ensemble ML 
models can predict resistance to specific antibiotics with area 
under the receiver operating characteristic curve (AUROC) 
values exceeding 0.95 for well-studied pathogen-antibiotic 
combinations such as Escherichia coli with fluoroquinolones and 
S. aureus with methicillin [29]. Performance varies considerably 
across antibiotics and species, with lower accuracy observed for 
resistance mechanisms involving efflux pumps, permeability 
changes, or complex regulatory networks not well-represented in 
training data [34]. Figure 3 shows the performance comparison of 
ML models across multiple antibiotics

Figure 3: Performance Comparison of ML Models Across Multiple Antibiotics. This figure compares the predictive accuracy of 
major machine learning algorithms across six antibiotic classes for clinically relevant bacterial species. The x-axis represents 

AUROC values and accuracy percentages, while each grouped set of bars corresponds to a distinct ML algorithm. Ensemble 
methods such as gradient boosting and random forest generally outperform single classifiers, particularly for complex multi-gene 

resistance phenotypes such as carbapenem resistance and multi-drug resistance. Performance is notably higher for resistance 
mechanisms mediated by single well-characterised genes (e.g., mecA for methicillin resistance) compared to mechanisms involv-

ing efflux pumps, permeability changes, or regulatory networks. Simpler algorithms such as logistic regression offer greater 
interpretability but lower accuracy on complex phenotypes, illustrating the accuracy-interpretability trade-off inherent in clinical 

ML applications.

Sources: Performance data compiled from references [29,34,35].
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Multi-drug resistance prediction

Predicting multi-drug resistance (MDR) phenotypes presents 
additional complexity due to the need for multi-label classification 
or regression approaches. Multi-output neural networks and multi-
task learning frameworks have been developed to simultaneously 
predict resistance to multiple antibiotics, potentially capturing 
shared genetic mechanisms and improving prediction efficiency 
[35]. These models can identify pan-resistant organisms and 
predict resistance profiles across entire antibiotic classes, valuable 
information for antimicrobial stewardship programs [36].

Antibiotic Class Representative 
Drugs

Best Performing 
ML Model

Mean 
AUROC

Mean 
Accuracy 

(%)

Major Resistance 
Mechanisms Reference

β-lactams Penicillin, Cepha-
losporins

Random Forest 0.94 91.3 β-lactamase 
production, PBP 

modifications

[29]

Fluoroquinolones Ciprofloxacin, 
Levofloxacin

Gradient Boosting 0.96 93.7 DNA gyrase muta-
tions, efflux pumps

[13]

Aminoglycosides Gentamicin, To-
bramycin

CNN 0.92 89.5 Modifying enzymes, 
ribosomal muta-

tions

[15]

Glycopeptides Vancomycin Ensemble (RF + 
XGBoost)

0.93 90.8 van gene clusters, 
cell wall modifica-

tions

[35]

Tetracyclines Tetracycline, 
Doxycycline

SVM 0.91 88.2 tet genes, efflux 
systems

[11]

Carbapenems Meropenem, Imi-
penem

Deep Neural 
Network

0.95 92.6 Carbapenemases, 
porin loss

[19]

Table 3: Antimicrobial Resistance Prediction Performance by Antibiotic Class.

AUROC = Area Under Receiver Operating Characteristic Curve.

Transfer learning approaches, where models pre-trained on 
well-characterised organisms are fine-tuned for species with 
limited phenotypic data, have shown promise in addressing data 
scarcity challenges [37]. This paradigm is particularly relevant 
for predicting resistance in fastidious organisms or for newly 
emerging resistance mechanisms where labelled training data is 
insufficient for traditional supervised learning [38]. Table 3 gives 
the antimicrobial resistance prediction performance by antibiotic 
class.

Computational challenges and solutions

Data quality and preprocessing

The performance of ML models in microbial genomics critically 
depends on data quality, including sequencing depth, assembly 
completeness, and phenotypic testing accuracy. Contamination, 
incomplete genome assemblies, and heterogeneous phenotypic 
testing protocols across laboratories introduce noise that can 
degrade model performance [39]. Robust preprocessing pipelines 
incorporating quality filtering, genome assembly validation, and 
phenotypic data curation are essential for developing reliable 
predictive models [40].

Class imbalance represents a pervasive challenge in AMR 
prediction, as resistance phenotypes for certain antibiotic-
pathogen combinations may be rare in training datasets. 
Techniques such as synthetic minority over-sampling (SMOTE), 
cost-sensitive learning, and ensemble methods with balanced 
bootstrapping have been employed to address imbalance and 
prevent models from defaulting to majority class predictions 
[41]. Additionally, geographical and temporal biases in genomic 
databases can limit model generalizability, necessitating careful 
validation on external datasets representing diverse populations 
and resistance epidemiology [42].
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Model interpretability and clinical translation

While complex ML models, particularly deep learning 
architectures, often achieve superior predictive accuracy, their 
“black box” nature poses challenges for clinical acceptance and 
regulatory approval. Explainable AI techniques, including SHAP 
(Shapley Additive exPlanations) values and attention visualisation, 
provide insights into which genomic features drive predictions, 
enhancing trust and enabling biological interpretation [43]. 
Identifying predictive genomic features can also guide hypothesis-
driven research to characterise novel resistance mechanisms and 
inform therapeutic development [44].

Clinical implementation requires not only accurate predictions 
but also consideration of computational infrastructure, turnaround 
time, and integration with laboratory workflows. Cloud-based 
platforms and containerised ML pipelines have been developed 
to facilitate the deployment of genomic prediction tools in 
resource-limited settings [45]. Regulatory frameworks for ML-
based diagnostic devices are evolving, with agencies requiring 
prospective validation studies demonstrating clinical utility before 
approving genomic AMR prediction tools [46]. Figure 4 features 
the Important Analysis and Model Interpretability.

Figure 4: Feature Importance Analysis and Model Interpretability. This figure displays SHAP (Shapley Additive exPlanations) 
values and feature importance scores for the top genomic predictors of antimicrobial resistance across multiple ML models. 
Each bar represents the mean absolute SHAP value of a genomic feature, indicating its average contribution to model predic-

tions. Features are ranked from most to least influential, revealing that known resistance genes (e.g., bla genes for beta-lactam 
resistance, gyrA mutations for fluoroquinolone resistance) dominate the top positions, validating the biological relevance of ML 

predictions. Colour coding distinguishes positive (resistance-promoting) from negative (susceptibility-associated) feature effects. 
This explainability analysis bridges the gap between black-box ML predictions and clinically actionable biological interpretation, 
enabling microbiologists to identify novel candidate resistance determinants and supporting regulatory acceptance of ML-based 

diagnostic tools.

Sources: Surveillance applications described in references [7,18].
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Critical limitations in current approaches

While machine learning has demonstrated remarkable success 
in AMR prediction, several fundamental limitations constrain 
current methodologies and must be addressed for robust clinical 
implementation.

•	 Overfitting in High-Dimensional Genomic Spaces: The 
curse of dimensionality presents a pervasive challenge in 
genomic ML applications, where feature numbers often 
vastly exceed sample sizes [23]. A typical bacterial genome 
contains 3-5 million base pairs and 3,000-5,000 genes, yet 
training datasets may contain only hundreds or thousands of 
phenotypically characterised isolates for specific pathogen-
antibiotic combinations [9]. This high-dimensional, low-
sample-size regime creates substantial overfitting risk, 
where models learn training set idiosyncrasies rather than 
generalisable resistance patterns. K-mer-based approaches 
exacerbate this problem, as k = 10 generates approximately 
one million potential features, many representing spurious 
phylogenetic associations rather than causal resistance 
determinants [33]. Standard k-fold cross-validation provides 
limited overfitting protection when closely related strains 
appear in multiple folds, inflating performance estimates; 
phylogeny-aware splits are therefore essential for reliable 
evaluation [38]. Regularisation techniques including L1/L2 
penalties, dropout in neural networks, and early stopping 
help control overfitting but require careful tuning [44]. 
External validation on completely independent datasets 
from different geographic regions or time periods provides 
the only reliable overfitting assessment, yet such validation 
is rarely performed and frequently reveals substantial 
performance degradation compared to cross-validation 
estimates [9,38].

•	 Geographic and Demographic Biases: Current AMR 
prediction models suffer from systematic geographic and 
demographic biases that limit their generalisability [42]. 
Training datasets predominantly comprise isolates from 
high-income countries, creating models optimised for 
resistance patterns that may not reflect strains circulating 
in low- and middle-income countries [39]. For example, 
carbapenem resistance in Klebsiella pneumoniae in North 
America is primarily mediated by KPC enzymes, while 
OXA-48-like carbapenemases dominate in many European 
and Middle Eastern countries, and NDM enzymes are 
most prevalent in South Asia [40]. Models trained on KPC-
dominated datasets may underperform in regions where 

OXA-48 or NDM predominate. Socioeconomic factors further 
compound these biases, as isolates from high-income settings 
typically have comprehensive antimicrobial susceptibility 
testing across multiple drug classes while those from 
resource-limited settings may have minimal testing data 
[39]. Addressing these biases requires intentional efforts to 
expand genomic surveillance in underrepresented regions, 
develop regionally adapted models, and rigorously evaluate 
cross-geographic performance before clinical deployment 
[47].

•	 Limitations of Genomic-Only Prediction Approaches: A 
fundamental constraint of current genomic ML approaches 
is their inability to capture resistance phenotypes influenced 
by gene expression regulation, epigenetic modifications, 
and environmental factors [40]. While genomic sequence 
determines resistance potential, actual resistance 
expression depends on complex regulatory networks, 
growth conditions, and inter-bacterial interactions that 
sequence data alone cannot predict [8]. Efflux pump 
overexpression mediated through promoter mutations or 
regulatory gene disruption can confer clinically significant 
multi-drug resistance, yet identical mutations may produce 
variable phenotypes depending on strain background and 
growth phase [8]. Two-component regulatory systems, as 
seen in Pseudomonas aeruginosa MexAB-OprM regulation, 
can modulate resistance gene expression in response to 
environmental signals without any underlying sequence 
change [8]. Phase variation, epigenetic modifications, 
persister cell formation, and inoculum-dependent effects 
further limit the predictive power of purely sequence-
based models [40]. These constraints suggest genomic ML 
models should be viewed as resistance potential predictors 
rather than definitive phenotype classifiers, and hybrid 
approaches combining rapid genomic prediction for initial 
treatment guidance with confirmatory phenotypic testing 
for complex cases represent the most clinically pragmatic 
implementation pathway [48].

Emerging trends and future directions

Integration of multi-omics data

Future advances in ML-based microbial genomics will likely 
involve integration of complementary data modalities, including 
transcriptomics, proteomics, and metabolomics. Multi-omics 
integration can capture dynamic aspects of resistance expression, 
including regulatory responses to antibiotic exposure that are not 
apparent from genomic data alone [48]. Graph neural networks and 
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other advanced architectures capable of modelling heterogeneous 
data types and their relationships represent promising avenues for 
multi-omics integration [49].

Federated learning and privacy-preserving approaches

As genomic data generation accelerates globally, federated 
learning frameworks that enable model training across 
distributed datasets without centralising sensitive patient data 
are gaining attention [50]. These privacy-preserving approaches 
allow institutions to collaboratively develop ML models while 
maintaining data sovereignty and compliance with data protection 
regulations. Federated learning could dramatically expand training 
data diversity, improving model generalizability across geographic 
regions and resistance epidemiology patterns [47].

sReal-Time surveillance and outbreak prediction

Integration of ML-based genomic analysis with real-time 
surveillance systems represents a frontier in public health 
microbiology. Streaming ML algorithms that continuously update 
predictions as new genomic and phenotypic data become available 
could provide early warning of emerging resistance mechanisms 
or outbreak clusters [18]. Combining genomic predictions 
with epidemiological data, antibiotic consumption patterns, 
and environmental factors through integrated ML frameworks 
may enable proactive interventions before resistance becomes 
widespread [7]. Figure 5 highlights the global distribution and 
temporal trends of ML-Predicted AMR.

Figure 5: Global Distribution and Temporal Trends of ML-Predicted AMR. This figure depicts world maps and time-series plots 
illustrating ML-predicted antimicrobial resistance prevalence across geographic regions and over time. Heat-mapped global panels 
show country-level resistance predictions for key pathogen-antibiotic combinations, revealing pronounced geographic heterogene-

ity that reflects differences in antibiotic usage, infection control practices, and sampling intensity. Time-series plots demonstrate 
temporal trends in predicted resistance rates, with upward trajectories visible for carbapenem-resistant Enterobacteriaceae and 

extensively drug-resistant tuberculosis in multiple regions. Emerging trends such as federated learning for privacy-preserving 
multi-site model training, multi-omics data integration, and real-time streaming surveillance algorithms are highlighted as key 

future directions that will enhance the sensitivity and timeliness of ML-based AMR surveillance. The figure underscores the criti-
cal need for geographically representative training data and global data-sharing frameworks to enable equitable AMR prediction 

across all regions.
Sources: Peng C, Chen L, Wang Y., et al. [18]; Sundermann AJ., et al. [7]. Surveillance applications described in references [7,18].
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Conclusion

Machine learning has fundamentally transformed microbial 
genomics, providing powerful tools for pathogen identification 
and antimicrobial resistance prediction. Supervised learning 
algorithms, including random forests, support vector machines, 
and gradient boosting methods have demonstrated robust 
performance across diverse bacterial species and antibiotics, 
while deep learning architectures offer potential for discovering 
novel resistance mechanisms and handling complex multi-drug 
resistance patterns. Despite impressive predictive accuracy 
in research settings, challenges remain in data quality, model 
interpretability, and clinical translation.

The pharmaceutical and clinical microbiology communities must 
address these challenges through collaborative efforts to generate 
high-quality, diverse training datasets, develop explainable AI 
approaches, and conduct prospective validation studies. Emerging 
technologies, including multi-omics integration, federated learning, 
and real-time surveillance systems, promise to further enhance 
the utility of ML in combating antimicrobial resistance. As these 
computational approaches mature, they will become indispensable 
tools in antimicrobial stewardship, pharmaceutical development, 
and public health surveillance, contributing to global efforts to 
preserve antibiotic effectiveness for future generations.
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