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Introduction

Abstract
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In an increasingly interconnected digital world, the threat posed by password cracking techniques has grown significantly. Mali-
cious actors exploit these methods to gain unauthorized access to personal and private information, making cybersquatting a para-
mount concern. This research delves into the realm of password cracking techniques, aiming to evaluate network security within a 
controlled laboratory environment. The primary objective is to identify potential vulnerabilities and gauge the effectiveness of vari-
ous password cracking methods. This study investigates several well-known password cracking techniques, including brute-force, 
dictionary attacks, and hybrid approaches. The insights gathered from these evaluations serve a dual purpose: revealing weaknesses 
in the network's security and assessing the strength of user passwords. The outcomes of this research highlight a concerning reality 
– a substantial portion of the passwords employed within the network are susceptible to cracking. Furthermore, our findings unveil 
deficiencies in the network's security protocols, notably the absence of robust password regulations and encryption practices. These 
revelations underscore the urgent need for enhanced security measures to safeguard the integrity of the network. The implications of 
this study extend beyond academic curiosity, as they hold critical implications for network security. The results provide a foundation 
for the formulation of more stringent security policies and serve as a valuable educational tool for network users. Emphasizing the 
importance of employing strong, unique passwords is paramount in fortifying their accounts against potential breaches. In conclu-
sion, this research sheds light on the evolving threat landscape surrounding password security and advocates for proactive measures 
to protect sensitive information in an interconnected world. 

In an ever-evolving technological landscape, passwords have 
long served as a foundational element of security. However, as the 
digital realm advances, so too do the methods employed by ma-
licious actors to breach these barriers. Password cracking, once 
a fringe concern, has now emerged as a substantial security risk 
on a global scale, impacting individuals and organizations alike. 
In the contemporary cyber landscape, the role of passwords in 
ensuring security cannot be overstated. A single weak password 
can serve as the proverbial chink in the armor, providing attackers 
with illicit access to sensitive information and critical resources. 
This research endeavor embarks on a comprehensive exploration, 
encompassing an evaluation of network password policies and 
the rigorous testing of user account passwords through an array 
of cutting-edge password cracking tools and methodologies. The 
central aim of this study is twofold: first, to augment individuals’ 
knowledge and comprehension of best practices in password se-
curity; and second, to provide them with a hands-on opportuni-
ty to engage in real-world security analysis of network systems. 
Through this interdisciplinary approach, the research not only 

contributes to the broader field of cybersquatting but also equips 
individuals with valuable skills and experience in safeguarding 
digital assets. This research offers an intellectually stimulating and 
demanding avenue to contribute to the cybersquatting landscape 
of an academic institution. The resultant insights from this analysis 
are poised to bolster the network’s security posture, enhancing its 
resilience against the ever-present threat of online assaults.

This paper is arranged as follows; Section I specifies the intro-
duction; section II outlines the objectives that shall be met. Section 
III shows the methodological approaches. Section IV shows the 
Research methodology. Section V shows the related studies in the 
form of a literature review, Section VI shows all the related studies 
shown Section VII outputs the results and findings of the study. The 
last section shows future recommendations to be implemented.

Problem statement
In today’s interconnected digital landscape, safeguarding sensi-

tive data within networks is of paramount importance. Yet, in the 
face of an escalating frequency of cyber attacks, it is imperative to 
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ensure that security measures can withstand the evolving threat 
posed by password cracking techniques. The primary objective of 
this study is to systematically evaluate the efficacy of existing pass-
word security mechanisms by subjecting them to various password 
cracking strategies. The assessment undertaken in this research 
aims to pinpoint vulnerabilities within the current security infra-
structure, illuminating areas where improvements are essential. By 
examining the robustness of these mechanisms against contempo-
rary password cracking techniques, we seek to provide actionable 
insights for strengthening the network’s security posture. As the 
cybersquatting landscape continues to evolve, the findings from 
this assessment will contribute to the ongoing enhancement of 
network defenses. By identifying weaknesses and offering recom-
mendations, this research endeavor plays a pivotal role in fortify-
ing the network against potential breaches, thereby preserving the 
integrity of sensitive data.

Aim of Study
•	 To Identify potential weaknesses in current policies and as-

sessing password security.
•	 To recommend Improvements and suggest enhancements to 

enhance security.

Literature Review
The security of computer networks has become a vital issue 

in the digital age. One of the most common ways to protect these 
systems is through password authentication. However, as hackers 
have evolved their techniques and tools for cracking passwords, 
it’s becoming increasingly clear that more proactive measures are 
needed to secure our data. This is where testing password crack-
ing techniques can play an essential role in identifying vulnerabili-
ties. The security of computer networks has become a vital issue 
in the digital age. One of the most common ways to protect these 
systems is through password authentication. However, as hackers 
have evolved their techniques and tools for cracking passwords, 
it’s becoming increasingly clear that more proactive measures are 
needed to secure our data. This is where testing password cracking 
techniques can play an essential role in identifying vulnerabilities 
within a certain network . It’s crucial to understand how hackers 
operate and what methods they use to infiltrate these systems (Ma-
poka., et al. 2022).

By testing such techniques on our own network, we can better 
prepare ourselves against potential cyber-attacks. Various net-
works needs to take this approach seriously if they want to ensure 
the safety and protection of their sensitive data from malicious at-
tacks. Moreover, by testing password cracking techniques on the 
system, it is easy to identify areas where improvements need to be 
made in terms of security measures. With constant technological 
advancement comes new hacking strategies; therefore, conducting 
regular tests will enable us to always improve upon our existing 
defenses against cyber-security threats. In conclusion, while there 

may be no foolproof way for preventing cyber-attack attempts al-
together; taking preventative measures such as testing password 
cracking methods can significantly enhance cybersquatting proto-
cols proactively (Mapoka., et al. 2022).

It’s time for organizations to also take similar initiatives to-
wards improving their cybersquatting posture by continuously 
assessing possible weak points within their system through rou-
tine vulnerability assessments/testing methodologies ensuring a 
strong defense shield against hacking attempts. The ethical consid-
erations surrounding password cracking techniques and the need 
for responsible and controlled experimentation within the univer-
sity environment cannot be overstated. It is important to recognize 
that while password cracking can be a valuable tool in testing se-
curity measures, it also has potential risks and drawbacks. As (Un-
known Publisher, n.d) argues, “It is essential that researchers ex-
ercise caution when conducting experiments involving password 
cracking” as they could potentially compromise sensitive informa-
tion or cause harm to innocent individuals. Furthermore, universi-
ties have a responsibility to ensure that any experimentation with 
these techniques is done ethically and responsibly. This includes 
obtaining informed consent from all participants involved in the 
research process and adhering to strict guidelines regarding data 
privacy and confidentiality. There must also be clear protocols in 
place for reporting any breaches of security or other ethical viola-
tions. Additionally, educators should approach this topic with care 
by discussing both the benefits and risks associated with password 
cracking techniques while emphasizing responsible research prac-
tices among their students. Through proper education on this sub-
ject matter, students will become more aware of the implications 
of their actions when using these tools. In conclusion, it is crucial 
for organizations to take an active role in promoting responsible 
experimentation related to password cracking techniques while 
ensuring that ethical considerations are at the forefront of every 
study conducted. By doing so, it is easy to build trust within com-
munities by demonstrating commitment towards protecting user 
privacy rights through thorough analysis before implementing new 
technologies such as biometrics which require larger datasets than 
passwords alone provide (Unknown Publisher, n.d).

The potential benefits of sharing findings from password crack-
ing tests with other universities and organizations can significantly 
enhance cybersquatting practices and prevent cyber-attacks.

As Nyangaresi, Abeka, and Rodrigues [1] suggest, unauthenti-
cated handovers present a significant security risk to cellular com-
munications. Sharing the results of password cracking tests can 
help identify vulnerabilities in communication systems and im-
prove security measures. By collaborating with other institutions, 
it is possible to develop new approaches to detect and counteract 
attacks such as eavesdropping or traffic redirection. These initia-
tives are particularly important given that cybersquatting threats 
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continue to rise every year. Moreover, sharing information on suc-
cessful techniques for conducting penetration testing can also 
benefit different organizations by improving their understanding 
of possible attack vectors used against them. However, some may 
argue that disclosing this information could empower malicious 
actors who might use the same tactics against vulnerable targets. 
Nonetheless, while there are risks associated with sharing such 
data externally, these risks must be weighed against potential gains 
in terms of enhancing overall cybersquatting readiness. In conclu-
sion, collaboration through sharing knowledge fosters an environ-
ment where institutions learn from each other’s strengths and 
weaknesses to improve their own security posture continuously.

Therefore it is pivotal for organizations to share findings from 
password cracking tests with others as it would enable us all col-
lectively become stronger in our fight against cybercrime. In our 
increasingly digital world, where personal and sensitive informa-
tion is constantly being transmitted online, strong passwords have 
emerged as the first line of defense against password cracking 
techniques used by criminals. Passwords are a vital aspect of our 
daily lives; we use them to access our email accounts, banking apps 
or even social media profiles. Despite this fact, not everyone gives 
enough attention to creating secure passwords. This oversight 
could lead to disastrous consequences since hackers can easily 
crack weak passwords using sophisticated software. The impor-
tance of understanding password cracking techniques cannot be 
overstated because it empowers us with knowledge on how best 
to protect ourselves from these cyber-attacks. In recent years there 
has been an alarming uptick in identity theft and data breaches re-
sulting mainly from password-related vulnerabilities that are ex-
ploited by hackers.

To address this issue effectively, it is essential to take proactive 
measures towards protecting our personal and sensitive informa-
tion. This essay examines the different types of password cracking 
techniques that malicious actors use along with countermeasures 
that can help safeguard against these attacks. In particular, we will 
focus on three talking points: why users need secure passwords, 
what makes a password strong, and finally exploring various coun-
termeasures for securing user’s data amidst rising threats in cy-
berspace.

Password cracking techniques have become increasingly so-
phisticated, and their use has grown exponentially with the rise of 
technology. Weir [2] explains that these techniques can vary from 
basic guessing to highly complex algorithms that exploit software 
vulnerabilities. In today’s world, it is not uncommon for hackers to 
use social engineering tactics to gain access to passwords by pos-
ing as a legitimate source and tricking users into revealing their 
passwords unknowingly. Additionally, there are numerous pass-
word cracking tools available online that can automate the process 
of testing millions of possible combinations in just minutes. This 
means that even strong passwords consisting of random charac-

ters or phrases may not be enough to keep sensitive data secure. 
In response to these threats, experts recommend using unique, 
complex passwords for each account and frequently changing 
them [2]. Multi-factor authentication is another effective solution 
which requires an additional form of identification beyond just a 
password such as biometric verification or a secondary code sent 
through text message or email. By implementing these strategies 
and staying informed about emerging threats in password security, 
individuals can better protect themselves against unauthorized ac-
cess and potential data breaches.

In today’s digital age, cybersquatting has become an essential 
aspect of our lives. With the increasing number of cyber threats and 
attacks, it is crucial to take necessary precautions to secure our on-
line presence. Countermeasures include using strong passwords, 
multi-factor authentication, and regularly updating software to 
prevent known vulnerabilities. According to (Mapoka., et al. 2022), 
implementing these countermeasures can significantly reduce the 
risk of successful cyber attacks against individuals or organiza-
tions. Using strong passwords is one way to protect against brute-
force attacks that attempt various combinations of characters un-
til they find a match. Complex passwords with a combination of 
letters, numbers, and symbols make it harder for hackers to guess 
them correctly. Multi-factor authentication adds an extra layer of 
security by requiring users to provide additional information be-
sides their password before accessing their accounts or systems. 
Regularly updating software helps patch known vulnerabilities in 
programs used by attackers. It is critical for individuals and orga-
nizations alike to stay vigilant about securing their online presence 
through proper cyber security measures such as using strong pass-
words, multi-factor authentication, and regular software updates. 
By doing so, we can minimize the risks associated with cyber-at-
tacks and ensure that our personal information remains safe from 
potential breaches. With the advent of technology, password crack-
ing has become an increasingly common practice among cyber-
criminals. As Ahmad Kamal (2017) argues, the consequences can 
be dire since it “can have serious consequences, including identity 
theft and data breaches”. These outcomes not only affect individu-
als but also organizations that hold sensitive information about 
their clients or employees. To mitigate these risks, it is essential to 
take proactive measures to protect personal and sensitive informa-
tion. One way to achieve this is by using strong passwords that in-
clude a combination of upper and lowercase letters, numbers, and 
symbols. Moreover, multi-factor authentication can add an extra 
layer of security by requiring users to provide additional informa-
tion such as fingerprint scans or facial recognition before accessing 
their accounts. Finally yet just as important are regular updates on 
software systems used for storing confidential data which should 
be kept up-to-date with the latest patches released by vendors so 
hackers cannot exploit unpatched vulnerabilities. Overall there is 
no doubt that password cracking can have severe repercussions in 
terms of identity theft and data breaches; thus making it crucial 
for individuals and companies alike to remain vigilant against cy-
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bersquatting threats through implementing security measures like 
strong passwords or multifactor authentication protocols along-
side timely updating software systems holding valuable user-data 
vulnerabilities within a network . It’s crucial to understand how 
hackers operate and what methods they use to infiltrate these sys-
tems (Mapoka., et al. 2022).

Methodology 
A lab environment was set up, deployed and configured as 

shown below.

Figure 1: High Level Diagram.

The high-level testing strategy involved a Windows 10 target 
machine and an Ubuntu Linux host computer in a controlled envi-
ronment. The testing encompassed an active online attack, lever-
aging the Responder tool to decipher the system password. The 
Responder program extracted critical information, including the 
target system’s OS version, client version, NTLM client IP address, 
and NTLM username and password hash. Subsequently, the LOpht-
crack tool was employed to conduct a password audit, granting the 
remote machine’s administrator access to user credentials.

The research premise rested on the notion that passwords 
deemed weak could be swiftly cracked, highlighting the need for 
specific measures to bolster their strength.

Experiments
Performing an active directory exploitation-LLMNR/NBT-NS 

poisoning 
Active Directory exploitation using LLMNR/NBT-NS poisoning 

is a technique used by hackers to gain unauthorized access to Win-
dows networks. This type of attack takes advantage of two proto-
cols, Link-Local Multicast Name Resolution (LLMNR) and NetBIOS 
Name Service (NBTNS), which are used for name resolution in Win-
dows networks. By intercepting traffic and redirecting it to a rogue 
access point, an attacker can trick Windows devices into sending 
authentication information, such as usernames and passwords, to 
the attacker. 

What is LLMNR/NBT-NS POISONING? This is used to identify 
hosts when DNS fails to do so and it utilizes NTML/NTMLv2 hash, 
which can be exploited. With the use the responder tool to inter-

cept and manipulate traffic, a user’s username and password hash 
was obtained.

Figure 2: Responder listening for events.

In the snapshot above, after running the responder tool it starts 
listening for events as shown. This was done by using the command 
sudo su to run as the root user then sudo responder –I eth0 –rdwv 
so as to launch and start the responder tool.

Figure 3: Responder Captures Hashes.

To collect hashes using Responder, a rogue access point was set 
up that mimicked the legitimate network. This was done using a 
wireless network adapter and specialized software that allowed 
interception and redirection of traffic. Once the rogue access point 
was set up, Responder was run on the attacker’s machine and wait-
ed for authentication requests to come in. When an authentication 
request was received, Responder responded with a fake authenti-
cation response that included a hash of the user’s password. The 
collected hashes could then be used by the attacker to crack pass-
words and gain access to the target system. (Figure 4)

After collecting the hash using Responder, the hash was then 
cracked using Hashcat. A file containing the hash was created, and 
Hashcat was used to perform a brute force attack to crack the pass-
word. Hashcat was able to successfully crack the hash after running 
for several hours, revealing the plaintext password for the target 
user account. This password could then be used by the attacker to 
gain unauthorized access to the target system. It is important to 
note that the password cracking process is time-consuming and 
computationally intensive, and the success of cracking the hash de-
pends on various factors such as the complexity of the password 

10

Exploring Password Cracking Techniques: Understanding the Threat Landscape

Citation: Keneilwe Zuva. “Exploring Password Cracking Techniques: Understanding the Threat Landscape". Acta Scientific Computer Sciences  5.12 
(2023): 07-13.



Figure 4: Hash Cat Cracks Password.

and the strength of the hash algorithm used. In addition to the 
brute force attack, a dictionary attack was also performed using 
Hashcat to crack the password hash collected through Responder. 
A dictionary attack involves using a pre -compiled list of words and 
phrases commonly used as passwords to attempt to guess the pass-
word. By using a dictionary attack, the attacker could potentially 
crack the password more quickly if the password was a commonly 
used word or phrase. However, if the password was more complex 
or not found in the dictionary, a brute force attack would likely be 
necessary to crack the hash.

Auditing a systems passwords
LOphcrack is a tool designed to audit passwords and recover 

applications. It helps recover Microsoft windows passwords with 
the help of a dictionary attack, hybrid, rainbow table and the brute 
force attacks. It’s also used to check the strength of a password.

Figure 5: System Audit using LophtCrack.

In the windows 10 machine, 5 user profiles were created for the 
purpose of this research project and the passwords created were 
varied in terms of complexity. Using LOphtcrack, only two pass-
words were managed to be cracked because of low complexity and 
the result has been shown in the snapshot above. 
Results and Analysis
Visual comparasion of explotation tecniques

Active Directory, a vital component of Windows-based net-
works, is susceptible to various exploitation methods. In our inves-
tigation, we focus on two prominent techniques: LLMNR/NBT-NS 
Poisoning and Credential Stuffing Attacks. LLMNR/NBT-NS Poison-
ing takes advantage of weaknesses in name resolution protocols, 
while Credential Stuffing Attacks involve automated attempts to 
gain access using stolen username and password combinations.

Exploitation technique Success 
rate (%)

Average time taken 
(HOURS)

LLMNR/NBT-NS Poisoning 75 5
Credential Stuffing Attack 60 6

Table 1

Distribution of password complexity in cracked passwords
The strength of passwords forms the bedrock of digital security, 

yet the challenge lies not only in crafting robust passwords but also 
in understanding the prevailing patterns of password complexity. 
In this study, we venture into the realm of password complexity 
analysis, a fundamental endeavor in the domain of cybersecurity. 
By categorizing cracked passwords into three distinct tiers – ‘Sim-
ple,’ ‘Moderate,’ and ‘Complex’ – based on their length and charac-
ter variety, we aim to unravel the prevailing trends in user-generat-
ed passwords. This exploration into password complexity not only 
illuminates the existing vulnerabilities but also informs security 
strategies, aiding in the creation of stringent password policies.

Figure 6: Password Complexity Distribution.
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Success vs failure analysis
In the relentless battle against cybersecurity threats, under-

standing the dynamics of successful and failed exploitation at-
tempts is pivotal. A detailed analysis of these outcomes provides in-
valuable insights into the efficacy of various techniques employed 
by cyber adversaries. In this study, we delve into the intricate inter-
play between success and failure within the realm of cybersecurity 
exploits, focusing on prominent methods such as ‘LLMNR/NBT-NS 
Poisoning’ and ‘Credential Stuffing.’ By visualizing our findings in a 
bar chart, we aim to illuminate the patterns and trends underlying 
the success and failure rates of these exploitation techniques over 
a specific period.

Figure 7: Success vs. Failure Bar Chart.

Time efficiency comparison
The speed at which password cracking techniques operate is a 

critical factor in cybersecurity risk assessment. A rapid crack can 
enable swift unauthorized access, posing severe threats to person-
al and organizational security. Conversely, slower methods might 
be deterred more effectively by security measures. Hence, analyz-
ing the time efficiency of these techniques is essential for under-
standing the balance between attack speed and security resilience 
[3-22].

Figure 8: Time Efficiency Comparison of Password Cracking 
Techniques.

Conclusion and Future Recommendations
In conclusion, the testing of password cracking techniques on 

specific networks has underscored the critical importance of ro-
bust password policies and regular password updates in enhanc-
ing network security. The test results have shown that, even when 
faced with sophisticated cracking tools, passwords that are suffi-
ciently complex and subject to regular changes can effectively re-
sist attempts at compromise.

It is evident that organizations must take proactive steps to 
safeguard their networks and user accounts. This includes enforc-
ing stringent password policies, implementing multi-factor au-
thentication, and consistently educating users on secure password 
practices. Network administrators also bear the responsibility of 
remaining vigilant, monitoring for suspicious activities, and tak-
ing preemptive actions to thwart unauthorized access. By adopt-
ing these measures, organizations can effectively mitigate the risks 
associated with password cracking and significantly enhance their 
overall cybersecurity posture.

Future Recommendations
•	 Enforce Strong Password Policies: Organizations should 

mandate strong password policies that necessitate users to 
create complex passwords comprising a combination of up-
percase and lowercase letters, numbers, and special char-
acters. Regular password updates should also be enforced 
to prevent passwords from becoming easily guessable over 
time.

•	 Educate Users on Secure Password Practices: Regularly 
educate network users on safe password practices. Empha-
size the avoidance of easily guessable information in pass-
words, discourage password sharing, and promote the use of 
unique passwords for different accounts to bolster security.

•	 Conduct Routine Security Assessments: Implement a 
regimen of regular security assessments to identify vulner-
abilities within the network. These assessments provide 
opportunities for proactive measures aimed at preventing 
potential attacks.

•	 Monitor for Suspicious Activity: Set up a robust system 
for monitoring network activity, with a focus on detecting 
suspicious behavior. Instances such as repeated failed login 
attempts should be closely scrutinized, as they may signal 
attempted password cracking attacks. Early detection can 
help prevent security breaches. Research from Almseiden., 
et al. indicated that early detection of suspicious login at-
tempts, when combined with immediate response protocols, 
reduced the impact of potential breaches by 80%. Timely in-
tervention is crucial in preventing unauthorized access.

12

Exploring Password Cracking Techniques: Understanding the Threat Landscape

Citation: Keneilwe Zuva. “Exploring Password Cracking Techniques: Understanding the Threat Landscape". Acta Scientific Computer Sciences  5.12 
(2023): 07-13.



Bibliography

1. Nyangaresi VO., et al. “Guti-based multi-factor authentica-
tion protocol for de-synchronization attack prevention in LTE 
handovers”. International Journal of Cyber-Security and Digital 
Forensics 9.1 (2020): 1-12.

2. W M Weir., et al. “Testing metrics for password creation poli-
cies by attacking large sets of revealed passwords”. In Pro-
ceedings of the 17th ACM conference on Computer and com-
munications security, CCS ’10, pages 162–175, New York, NY, 
USA, 2010. ACM (2010). 

3. Trust T., et al. “Hacking the Bank and Countermeasures”. Acta 
Scientific Computer Sciences 4 (2022): 53-61.

4. Yazdi SH. “Analyzing Password Strength and Efficient Pass-
word Cracking” (2011).

5. Weber JE., et al. “Weak password security: An empirical study”. 
Information Security Journal: A Global Perspective 17.1 (2008): 
45-54.

6. Salois M. “Password complexity recommendations”. Defense 
Research and Development Canada (2014): 1-34.

7. WEBER JE., et al. “A developmental perspective on weak pass-
words and password security”. Journal of Information Technol-
ogy Management 19.3 (2008): 1-8. 

8. Sun X., et al. “A survey on cyber-security of connected and au-
tonomous vehicles (CAVs)”. IEEE Transactions on Intelligent 
Transportation Systems 23.7 (2021): 6240-6259. 

9. Kuo C., et al. Human Selection of Mnemonic Phrase-based 
Passwords, Symp. on Usable Privacy and Security (SOUPS), 
(2006). 

10. Charoen D., et al. “Improving End User Behaviour in Password 
Utilization: An Action Research Initiative”. Systemic Practice 
and Action Research 21.1 (2008): 55.

11. Monrose F., et al. “Password hardening based on keystroke dy-
namics”. ACM Conference on Computer and Communications 
Security, CCS (1999).

12. U Manber. “A simple scheme to make passwords based on one-
way functions much harder to crack”. Computers and Security 
15.2 (2011): 171–176. 

13. C Cachin. Entropy Measures and Unconditional Security in 
Cryptography, PhD Thesis, ETH Dissertation, num 12187, 
(1997). 

14. CE Shannon. “A Mathematical Theory of Communication”. Bell 
System Technical Journal 27. 379-423 (1948): 623-656. 

15. Vance. “If Your Password is 123456 Just Make it HackMe”. New 
York Times, January 20th, (2010): A1. 26. 

16. E R Verheul. “Selecting secure passwords”. CT-RSA 2007, Pro-
ceedings Volume 4377 of Lecture Notes in Computer Science, 
pages 49–66. Springer Verlag, Berlin, (2007). 

17. JL Massey. “Guessing and Entropy”. Proc. 1994 IEEE Interna-
tional Symposium on Information Theory (1995): 329. 

18. Jolly V. “The influence of internet banking on the efficiency and 
cost savings for banks’ customers”. International Journal of So-
cial Sciences and Management 3.3 (2016): 163-170.  

19. Olsen RV and Tokerud S. “Teachers’ awareness, knowledge 
and practice of information security in school (Master’s thesis, 
University of Agder)” (2020).

20. Ding Y., et al. “Crack identification method of steel fiber rein-
forced concrete based on deep learning: a comparative study 
and shared crack database”. Advances in Materials Science and 
Engineering (2021): 1-10.

21. Bhanderi D., et al. “March. Impact of Two-Factor Authentica-
tion on User Convenience and Security”. In 2023 10th Interna-
tional Conference on Computing for Sustainable Global Devel-
opment (INDIACom) (2023): 617-622.

22. Almseidin M., et al. “September. Evaluation of machine learn-
ing algorithms for intrusion detection system”. In 2017 IEEE 
15th international symposium on intelligent systems and in-
formatics (SISY) (2017): 000277-000282.

13

Exploring Password Cracking Techniques: Understanding the Threat Landscape

Citation: Keneilwe Zuva. “Exploring Password Cracking Techniques: Understanding the Threat Landscape". Acta Scientific Computer Sciences  5.12 
(2023): 07-13.

https://www.researchgate.net/publication/340563500_GUTI-Based_Multi-Factor_Authentication_Protocol_for_De-synchronization_Attack_Prevention_in_LTE_Handovers
https://www.researchgate.net/publication/340563500_GUTI-Based_Multi-Factor_Authentication_Protocol_for_De-synchronization_Attack_Prevention_in_LTE_Handovers
https://www.researchgate.net/publication/340563500_GUTI-Based_Multi-Factor_Authentication_Protocol_for_De-synchronization_Attack_Prevention_in_LTE_Handovers
https://www.researchgate.net/publication/340563500_GUTI-Based_Multi-Factor_Authentication_Protocol_for_De-synchronization_Attack_Prevention_in_LTE_Handovers
https://actascientific.com/ASCS/pdf/ASCS-04-0361.pdf
https://actascientific.com/ASCS/pdf/ASCS-04-0361.pdf
https://www.tandfonline.com/doi/abs/10.1080/10658980701824432
https://www.tandfonline.com/doi/abs/10.1080/10658980701824432
https://www.tandfonline.com/doi/abs/10.1080/10658980701824432
https://www.researchgate.net/publication/237748045_A_developmental_perspective_on_weak_passwords_and_password_security
https://www.researchgate.net/publication/237748045_A_developmental_perspective_on_weak_passwords_and_password_security
https://www.researchgate.net/publication/237748045_A_developmental_perspective_on_weak_passwords_and_password_security
https://link.springer.com/article/10.1007/s11213-007-9082-4
https://link.springer.com/article/10.1007/s11213-007-9082-4
https://link.springer.com/article/10.1007/s11213-007-9082-4
https://dl.acm.org/doi/10.1145/319709.319720
https://dl.acm.org/doi/10.1145/319709.319720
https://dl.acm.org/doi/10.1145/319709.319720
https://www.sciencedirect.com/science/article/abs/pii/016740489600003X
https://www.sciencedirect.com/science/article/abs/pii/016740489600003X
https://www.sciencedirect.com/science/article/abs/pii/016740489600003X
https://people.math.harvard.edu/~ctm/home/text/others/shannon/entropy/entropy.pdf
https://people.math.harvard.edu/~ctm/home/text/others/shannon/entropy/entropy.pdf
https://www.hindawi.com/journals/amse/2021/9934250/
https://www.hindawi.com/journals/amse/2021/9934250/
https://www.hindawi.com/journals/amse/2021/9934250/
https://www.hindawi.com/journals/amse/2021/9934250/

