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Abstract
In this paper, a Model Predictive Estimator has been utilized to perform state estimation of a Plug-In Hybrid Electric Vehicle 

(PHEV). Moreover, in order to accomplish this task, a Kalman filter has to be implemented in order to improve the model predictive 
estimation. The prediction horizon and estimation horizon, also known as the moving average horizon, will be modified for this pa-
per. The prediction horizon and estimation horizon will be the key concept of this paper, as the authors’ need to balance these two 
horizons.  The cyber security of PHEVs will also be considered in this paper.

Keywords: Model Predictive Estimation (MeePE); Linear Model Predictive Estimation (LMPE); Nonlinear Model Predictive Estima-
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Introduction to PHEVS

In recent years, hybrids and electric vehicles are becoming 
more popular among consumers, thus auto manufactures need to 
meet that demand. The main objective is to apply Model Predictive 
Estimation (MPE) using state estimates to plug-in hybrid electric 
vehicles (PHEVs).

Disclaimer

The information used in this paper has been obtained from 
publicly available sources. No Fiat Chrysler Automobiles (FCA) 
company confidential data has been disclosed in this dissertation.

Overview of chrysler pacifica hybrid PHEV systems

The Chrysler Pacifica Hybrid PHEV consists of an internal 
combustion engine (ICE), a transmission, power inverter module 
(PIM), a brake booster, charge port, an on-board charger with a 
DC-DC converter, a low-voltage (LV) battery, and a high-voltage 

(HV) battery. The internal combustion engine (ICE) is a 3.6L V6 en-
gine denoted as the 3.6L Pentastar DOHC V6 eHybrid by FCA. It is 
an Atkinson cycle engine that is rated for 220 HP and 235 ft.-lbs. 
of torque. The transmission is a type of continuous-variable trans-
mission denoted as SI-EVT by FCA. The Single-Input-Electronically 
Variable Transmission consists of two motors. The motors are de-
signed Motor 1 and Motor 2. 

The Chrysler Pacifica Hybrid PHEV utilizes a P2P3 topology 
configuration. The P2 Motor is designated as Motor A and the P3 
motor is designated as Motor B. Motor B is the primary motor and 
Motor A is the secondary motor. Motor A is used to support Motor 
B. The output of Motor A is 63 kW (84 HP). The output of Motor B 
is 85 kW (114 HP). The Chrysler Pacifica Hybrid PHEV is a parallel 
system, which means the following: the engine only can run, the 
generator only can run, or both the engine and generator can run. 
The power inverter module (PIM) converts direct current (DC) to 
alternating current (AC). 
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A brake booster is used for regenerative braking. Regenerative 
braking is also referred to as “regen braking”. Regenerative brak-
ing is an energy recovery technique that is used to recover ener-
gy when the vehicle is braking by converting the vehicle’s kinetic 
energy and that can be used to recharge the high-voltage battery. 
This method is also known as the Kinetic Energy Recovery System 
(KERS). 

The charge port is where the consumer plugs in the charger 
for the vehicle. The charging port can accept either a Level 1 or a 
Level 2 charger. Level 1 chargers are rated for 120V, while Level 
2 chargers rated for 240V. Using a Level 2 charger can charge the 
PHEV faster than a Level 1 charger. The on-board charging module 
(OBCM) consists of an on-board charger, heat exchanger, coolant 
pump, and the DC-DC converter. The low-voltage (LV) battery is a 
conventional 12V automotive battery. The high-voltage (HV) bat-
tery is a 96 cell 16 kWh 360V lithium ion (Li-ion) battery. 

More information can be found in [1] even though it states that 
it is FCA Canadian specs, it can still be applied to the US version of 
the vehicle.

Introduction to model predictive estimation (MPE)

Model Predictive Estimation (MPE) is used to estimate the 
Chrysler Pacifica Hybrid PHEV’s system in this simulation. Model 
Predictive Estimation (MPE) is based off the authors’ previous 
work in Model Predictive Control (MPC). As with MPC, MPE also 
uses the prediction horizon and estimation horizon. The estima-
tion horizon is sometimes referred to as the moving horizon or the 
moving average horizon. For the purposes of this paper, the term 
estimation horizon is used. Whereas in Model Predictive Control 
(MPC), the control horizon is denoted as M and the prediction ho-
rizon is denoted as P, Model Predictive Estimation is no different 
except with the following term replacing the control horizon. The 
control horizon will be replaced by the estimation horizon, which 
is denoted as E. Another way of describing the prediction horizon 
and the estimation horizons is as follows. The prediction horizon, P, 
is the number of predictions. The estimation horizon, E, is the num-
ber of estimation moves. The weighting matrix for the predicted 
errors is denoted by Z, where Z > 0. The weighting matrix for the 
estimation moves is denoted by F, where F ≤ 0. The model horizon 
is denoted as N and the sampling period is denoted as ∆t, which 
is no change from the Model Predictive Control design parameters 

designations. The model horizon, N, and the sampling period, ∆t, 
should be selected that both N and ∆t should be greater than the 
open-loop settling time. Typical values for the model horizon, N, 
range from greater than 30 to less than 120, such that 30 < N < 120. 
Increasing the prediction horizon, P, results in a less aggressive es-
timation. This can be observed by setting P = N + E. Increasing the 
estimation horizon, E, makes the estimator more aggressive and 
increases, thus in turn increasing the computation time needed to 
perform the estimation.

For MPC:

Ts = sample time 

P = prediction horizon

M = control horizon

For MPE:

Ts = sample time 

P = prediction horizon

E = estimation horizon

Linear model predictive estimation (LMPE)

First as a simple exercise, a linear equation was used as a test 
experiment in order to understand the model predictive estimator 
(MPE). The following first-order transfer function equations were 
used for experimentation purposes:

 [Units: ] ------------(1)

where,

m = Vehicle mass = 2,262.065 kg = 4,987 lbs

b = Damping coefficient = 100 N.s/m

The main idea is to have the linear model predictive estimator 
(LMPE) control the Chrysler Pacifica Hybrid PHEV as shown in the 
block diagram in Figure 1. This is a simple model to show the Lin-
ear Model Predictive Estimator (LMPE). This is a first-order equa-
tion that takes the vehicle’s mass and the vehicle’s damping coef-
ficient into account.

The first-order transfer function is shown in Equation 2.

 [Units: ] -----------(2)

82

A Model Predictive Estimation (MPE) Approach to PHEVs

Citation: Mario Barnard and Mohamed Zohdy. “A Model Predictive Estimation (MPE) Approach to PHEVs". Acta Scientific Computer Sciences 4.6 (2022): 
81-96.



The state space representation is shown by the following con-
tinuous-time equations:

x(t + 1) = Ax(t) + Bu(t) ----------(3)

y(t) = Cx(t) + Du(t) ----------(4)

Where A, B, C, D are the system matrices including the system 
dynamics, x is the state vector, u is the input vector, y is the output, 
and the time instant is denoted by k.

The state space representation is shown by the following dis-
crete-time equations:

x(k + 1) = Ax(k) + Bu(k) ----------(5)

y(k) = Cx(k) + Du(k)--------------- (6)

Where A, B, C, D are the system matrices including the system 
dynamics, x is the state vector, u is the input vector, y is the output, 
and the time instant is denoted by k.

The state space matrices are the following:

A = [-0.0442] -------(7)

B = [1] --------(8)

C = [4.4207e-04] =  -------(9)

D = [0] -------(10)

The LMPE input response is shown in figure 2A. The LMPE out-
put response is shown in figure 2B. 

As this was modeled considering new parts on the vehicle, there 
is not much change for LMPE with either the speed or the aggres-

Figure 2A: LMPE Input Response.

siveness of the MPE. This is one topic that will be addressed in a 
later paper that will take aged parts of the suspension into con-
sideration, such as the struts and shock absorbers. The damping 
factoring and spring equations would be affected by daily driving 
and environmental factors. 

For the next step in LMPE, consider a third-order transfer func-
tion. This equation takes into account not only the mass and damp-
ing coefficient of the PHEV, but also the mass of the high voltage 
and low voltage batteries. 

 [Units: ] -----------(11)
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Figure 1: Linear Model Predictive Estimator (LMPE) Block 
Diagram.

Figure 2B: LMPE Output Response.



Where,

mPHEV = PHEV vehicle mass = 2,262.065 kg = 4,987 lbs

mHV_BAT = HV Battery mass = 166.922 kg = 368 lbs

mLV_BAT = LV Battery mass = 21.19 kg = 46.72 lbs

b = damping coefficient = 100 N.s/m

The state space matrices are the following:

 Figure 2C shows the third-order system’s input with a more ag-
gressive LMPE. Figure 2D shows the third-order system’s output 
with a more aggressive LMPE.

Figure 2E shows the third-order system’s input with a less ag-
gressive LMPE. Figure 2F shows the third-order system’s output 
with a less aggressive LMPE.

Figure 2D: More Aggressive LMPE Output.

Figure 2C: More Aggressive LMPE Input.
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Figure 2E: Less Aggressive LMPE Input.

Figure 2F: Less Aggressive LMPE Output.



Again, this was modeled considering new parts on the vehicle; 
there is not much change for LMPE with either the speed or the ag-
gressiveness of the MPE. This is one topic that will be addressed in 
a later paper that will take aged parts of the suspension, such as the 
struts and shock absorbers as the damping factoring and daily driv-
ing and environmental factors. Also the high voltage and low volt-
age batteries would be affected as well. Figure 3 shows examples 
of the aged parts.

Figure 3: Examples of Aged Parts.

Nonlinear model predictive estimation (NLMPE)

A nonlinear model replaces the linear equation. The main idea 
is to have the nonlinear model predictive estimator (NLMPE) con-
trol the Chrysler Pacifica Hybrid PHEV as shown in the block dia-
gram in figure 4. 

Models are used for analyzing nonlinear systems in various ap-
plication areas, such as the automotive industry. The prediction 
model depends on the nonlinearity of the plug-in hybrid vehicle’s 
high voltage system. The prediction model faults will impact the 
nonlinear system. The prediction model is divided into two parts 
concerning the vehicle’s operation in an input/output methodol-
ogy. The output that is predicted by either the model predictive 
controller (MPC) or by the model predictive estimator (MPE) is 
determined based on the system dynamic of the vehicle. The mod-
el’s system dynamics is described by a set of ordinary differential 
equations (ODEs) or through the use of static maps. The ordinary 
differential equation (ODE) model can either be derived from the 
vehicle’s principle physics or the model can be derived empirically. 
The vehicle’s parameters that are under consideration may be of 
a nonlinear nature. Therefore, if the input to the prediction model 
is nonlinear, then the output of the prediction model will also be 
nonlinear [3].

Nonlinear (NL) model

The following figures show the operation of the Chrysler Paci-
fica Hybrid PHEV using the 360V lithium ion (Li-ion) battery that is 
factory installed on the vehicle. Figure 5 shows a MathWorks Simu-
link model that was modified for use with the Chrysler Pacifica Hy-
brid PHEV. The Power (kW) Scope plots the engine signal and the 
battery signal of the HV battery. This is shown in figure 6. The Shaft 
Speeds (RPM) Scope plots the Motor Generator A RPM signal, the 
Motor Generator B RPM signal, and the engine RPM signal. This is 
shown in figure 7. The Battery Losses (kW) Scope plots the bat-
tery losses. This is shown in figure 8. The Fuel Consumption (gal) 
Scope plots the vehicle’s fuel consumption. This is shown in figure 
9. The Throttle Scope plots the vehicle’s throttle. This is shown in 
figure 10. The Gearbox Ratio Scope plots the vehicle’s driveshaft 
RPM signal and the engine RPM signal. This is shown in figure 11. 
The Mode Scope plots the vehicle’s mode. The modes include fixed 
gears and split modes where the flow of power is split at the input 
to the powertrain or both at the input and output (compound split). 
This is shown in figure 12. The Battery Charge (Ah) Scope plots the 
charge of the vehicle’s HV battery. This is shown in figure 13. 

The less aggressive NLMPE with a step input is shown in fig-
ure 14. The less aggressive NLMPE output is shown in figure 15. 
The more aggressive NLMPE output is shown in figure 16. This 
is considering new low voltage and high voltage batteries. Thus, 
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Figure 4: Nonlinear Model Predictive Estimator (NLMPE) 
Block Diagram.



the aggressiveness of the NLMPE is not very effective for “green” 
parts. This means that these parts are installed on the vehicle then 
shipped to the customer to purchase at the dealership. These bat-
teries have not gone through many cycles or various seasons with 
temperature changes. An environment that one lives in is also a fac-
tor for battery life as are charging and discharging cycles. Overall, 
this NLMPE is a good starting point before pursuing aged parts.

Figure 5: Chrysler Pacifica Hybrid PHEV Simulink Model.

Figure 6: Power (kW) Scope.

Figure 7: Shaft Speeds (RPM) Scope.
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Figure 8: Battery Losses (kW) Scope.

Figure 9: Fuel Consumption (gal) Scope.

Figure 10: Throttle Scope.



Figure 12: Mode Scope.

Figure 13: Battery Charge (Ah) Scope.

Figure 14: Less Aggressive NLMPE with Step Input.

Figure 15: Less Aggressive NLMPE.

Figure 16: More Aggressive LMPE.

87

A Model Predictive Estimation (MPE) Approach to PHEVs

Citation: Mario Barnard and Mohamed Zohdy. “A Model Predictive Estimation (MPE) Approach to PHEVs". Acta Scientific Computer Sciences 4.6 (2022): 
81-96.

Figure 11: Gearbox Ratio Scope.



As this was modeled considering new parts on the vehicle, there 
is not much change for NLMPE with either the speed or the aggres-
siveness of the MPE. This is another topic that will be addressed in 
a later paper that will take an aged low voltage 12V battery (lead 
acid) and an aged high voltage lithium ion battery into consider-
ation. The NLMPE will be needed to estimate, critical batteries 
properties, such as state of charge (SoC), state of health (SoH), and 
state of function (SoF).

The pivotal technology behind the Chrysler Pacifica Hybrid 
PHEV is the eFlite electrically variable transmission (EVT), which 
is designed by FCA US. The transmission features two electric mo-
tors, which are both capable of driving the vehicle’s wheels. The 
Si-EVT is a Single Input – Electrically Variable Transmission. The 
Si-EVT is a type of CVT (Continuous Variable Transmission). Unlike 
a conventional CVT, the Si-EVT uses electronics for gear selection 
versus engine speed (RPM) and inertia alone. The conventional 
CVT controller is shown in figure 17.

The following information is referenced from the MathWorks 
CVT Controller, as the FCA Si-EVT information is proprietary and 
confidential. It would give one an understanding of how the CVT 
operates. Equations 9-15 describe the CVT controller.

Cdist = rpmax + rgap + rsec_max ----------(16)

L0 = f(rpmax, rsmax, rpmin, rsmin, Cdist) ----------(17)

ratiocommand = f(ratiorequest, ratiomax, ratiomin) ----------(18)

rpri = f(r0, ratiocommand, Cdist) ------------(19)

rsec = f(r0, ratiocommand, Cdist) ------------(20)

xpri = f(r0, rpri, θwedge) ------------(21)

xsec = f(r0, rsec, θwedge) ----------(22)

Where,

ratiorequest = pulley gear ratio request

ratiocommand = Pulley gear ratio command, based on request and 
physical limitations

rgap = gap distance between variator pulleys

Cdist = distance between variator pulley centers

rpmax = maximum variator primary pulley radius

rsmax = maximum variator secondary pulley radius

ro = initial pulley radii with gear ratio of 1

Lo = initial belt length, resulting from variator specification

xpri = variator primary pulley displacement, resulting from con-
troller request

xsec = variator secondary pulley displacement, resulting from 
controller request

rpri = variator primary pulley radius, resulting from controller 
request

rsec = variator secondary pulley radius, resulting from controller 
request

Θwedge = variator wedge angle

Φ = angle of belt to pulley contact point

L = belt length, resulting from variator position

The high voltage battery is a lithium ion battery capable of 
16kWh and 360V.

 ---------(23)

 ----------(24)
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Figure 17: CVT Controller.



 -----------(25)

 --------(26)

Where,

J = Jacobian matrix

V = voltage (V)

I = current (A)

R = resistance (Ω)

The Extended Kalman Filter (EKF) requires the computation of 
the Jacobian matrix. The Jacobian matrix is a matrix that consists of 
partial derivatives. As this papers considers that the PHEV model 
implements an Extended Kalman Filter (EKF), the Jacobian ma-
trix is shown below. For future work, an Unscented Kalman Filter 
(UKF) will be used instead of the Extended Kalman Filter (EKF). 
The UKF does not require the calculation of the Jacobian matrix. In-
stead, the UKF performs error propagation. This is done by select-
ing points around a current state estimate and transforming those 
points through the use of nonlinear functions to obtain a more ac-
curate state estimate.

Balancing the estimation horizon vs. the prediction horizon

In most ideal cases, the estimation horizon is equal to one and 
the prediction horizon is also equal to one. This paper investigates 
the cases for a PHEV, where the estimation horizon is not equal to 
one and the prediction horizon is not equal to one. 

As stated earlier, the model horizon, N, and the sampling period, 
∆t, should be selected that both N and ∆t should be greater than the 
open-loop settling time. Typical values for the model horizon, N, 
range from greater than 30 to less than 120, such that 30 < N < 120. 
Increasing the prediction horizon, P, results in a less aggressive es-
timation. This is can be observed by setting P = N + E. Increasing 
the estimation horizon, E, makes the estimator more aggressive 
and increases, thus in turn increasing the computation needed to 
perform the estimation.

Model Predictive Control (MPC) algorithms consist of the fol-
lowing common elements: the prediction model, the objective func-

tion, and how the control law is obtained. Model Predictive Estima-
tion (MPE) algorithms consist of the following common elements: 
the prediction model, the objective function, and how the estima-
tion law is obtained. The prediction model is considered the foun-
dation of the model predictive controller and model predictive es-
timator. The MPC should take into account the necessary variables 
in order to obtain the most accurate model to be implemented for 
the MPC algorithm. This model should be as completed and be as 
accurate as possible in order to process and capture the dynamics 
of the PHEV’s systems, thus allowing the system predictions to be 
calculated. The other type of theoretical analysis that maybe con-
sidered is new components versus aged components. The purpose 
of the objective function is to propose various cost functions and 
constraints in order to obtain the control law. The process that is 
under investigation depends on the control law. When establishing 
the control law, it is important to keep the optimization problem in 
mind. The optimization problem will define the process that a sys-
tem’s cost function and constraints that will either be maximized 
or minimized. The disturbance model is used to represent possible 
disturbances in the model under consideration. The disturbance 
model must also be considered in either designing a MPC algorithm 
or MPE algorithm. The disturbance model must also be taken into 
account for any possible behavior that is not taken into account 
by the process model. Some examples of system disturbances are 
non-measureable inputs, system noise, and errors that are pres-
ent in the model itself. The model consists of two major elements: 
the actual process model and the disturbance models. These two 
elements are crucial for the prediction of the model. The process 
for modeling the system under review is applicable to either the 
MPC algorithm or the MPE algorithm. Various methods, such as an 
impulse response, step response, ramp impulse, transfer function 
equation, or the state space equation can all be used to the system 
model’s process, but also one must consider that these methods 
may lead to a more complex system optimization problem [2].

This thought process can also be extended to MPE algorithms 
with some minor changes. All MPE algorithms possess common el-
ements, and different options can be chosen for each element giv-
ing rise to different algorithms. These elements are the following: 
estimation model, objective function, and obtaining the estimation 
law. The estimation model is the cornerstone of MPE; which a com-
plete design should include the necessary mechanisms for obtain-
ing the best possible model, which should be complete enough 
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to fully capture the process dynamics and allow the estimations 
to be calculated, and at the same time to be intuitive and permit 
theoretic analysis. A disturbance model can also be taken into ac-
count to describe the behavior not reflected by the process model, 
including the effect of non-measurable inputs, noise and model er-
rors. The model can be separated into two parts: the actual process 
model and the disturbances model. Both parts are needed for the 
estimation. The modeling process appears in a given MPE formu-
lation, with one of the following being implemented. The impulse 
response, step response, transfer function, state space, and others, 
such as nonlinear models can be used to represent the process, but 
they can cause the optimization problem to become more complex. 
The disturbance model can be used to represent the disturbances 
in the model. The objective function can be used to propose differ-
ent cost functions and constraints for the obtaining the control law. 
In order to obtain the control law, one must consider the process 
that needs to be maximized or minimized depending on the cost 
function and constraints of the system.

Cyber security consideration of high voltage battery charging 
module 

Vehicle cyber security differs from traditional IT cyber security 
in various ways. Auto manufactures and Tier 1 suppliers need to 
consider possible ways electronic controls units (ECUs) can be 
exploited and attacked. Auto manufacturers and Tier 1 suppliers 
should not just implemented traditional IT cyber security practices 
as cars are becoming more connected through the uses of vehicle-
to-vehicle (V2V) communication, vehicle-to-infrastructure (V2I) 
communication, and vehicle-to-grid (V2G) communication. Mod-
ern cars, especially PHEVs and BEVs, are becoming more connect-
ed to these types of closed loop environments. The vehicle has a 
set number of CAN messages that are defined for a specific vehicle 
electrical architecture or platform. Computer networks are consid-
ered to have almost an infinite amount of messages being transmit-
ted and received at any given time. Consider the packets that are 
sent and received using Ethernet or Wi-Fi. The messages are much 
greater than that of the CAN bus messages.

Automotive cyber security threats are difficult to the National 
Highway Traffic Safety Administration (NHTSA). Original Equip-
ment Manufacturers (OEMs), such as General Motors (GM) and Fiat 
Chrysler Automobiles (FCA), need to design their vehicle architec-
tures and vehicle platforms due to the various variations that are 

confidential and proprietary to their respective company. Vehicle 
designs and electrical architectures are constantly being revised 
and updated with each model year. The Original Equipment Manu-
facturers (OEMs) and their respective Tier 1 automotive supplies 
need to become more active in implementing cyber security in 
their products, not only at the individual component level, but as 
an overall vehicle system level as well [4].

A hacker could exploit a vehicle’s USB ports in order to install 
malware on the infotainment unit. One could exploit a security vul-
nerability in the infotainment unit’s USB stack. Another technique 
is to install malicious software on a USB flash drive that is loaded 
with programs that can be executed through the phone contacts 
list or files that have an MP3 or another type of music audio file 
extension. When the “music” is played, the program can execute 
the malicious code. An attacker could download a vehicle’s radio 
software update from the auto manufacturer’s website, download 
it, modify the software, copy the modified flash file onto a USB flash 
drive, and then connect it to one of the vehicle’s USB ports in order 
to update the radio software.

A hacker could exploit a vehicle’s Bluetooth connection. The 
hacker could exploit a vulnerability in the vehicle’s infotainment 
unit’s Bluetooth stack. The hacker could also upload false infor-
mation that could corrupt the driver’s phone contact list. One also 
could attempt to either access vehicle information or even jam the 
vehicle’s Bluetooth signal to make it unusable to the driver.

A hacker could exploit the vehicle’s Controller Area Network 
(CAN) bus. A hacker could attempt to install a diagnostic device 
through the OBDII port in order to send packets of incorrect infor-
mation to the CAN bus or flash the vehicle with malicious software 
for a module. Examples such as the engine control module (ECM), 
transmission control module (TCM), battery pack charging module 
(BPCM), power pack unit (PPU), or the on-board charging module 
(OBCM). The power pack unit (PPU) is the high voltage battery 
pack.

This paper also explores the possibility of the Kalman filter, 
which is assisting in the estimation of the PHEV’s high-voltage bat-
tery charging module, to be hacked. The on-board charging module 
(OBCM) is the module that controls the Chrysler Pacifica Hybrid 
PHEV’s high-voltage battery charging. The on-board charging mod-
ule is also referred to as the on-board charge module. 
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The OBCM acts as an AC to DC rectifier used to charge HV bat-
tery. For instance, say for some reason that a hacker gains access to 
the module by somehow by-passing the Security Gateway (SGW) 
module or through the vehicle’s Wi-Fi connection. The hacker can 
observe the CAN message traffic that is being transmitted and 
received by the OBCM. The following scenario is considered. The 
hacker has gained access to the CAN signals that is being transmit-
ted and received by the OBCM. 

The hacker is able to decipher the CAN signals that would con-
trol the maximum charge limit, the minimum charge limit, and the 
Kalman filter gain in addition to the validity signals and override 
signals by somehow re-enabling the Development CAN (D-CAN) 
communication. The attack vector would consist of the following 
actions. The hacker can change the maximum charge limit value, 
the minimum charge limit value, and the Kalman filter gain value. 
The attacker can also fake the validity signals and the overrides 
needed modify the maximum charge limit value, the minimum 
charge limit value, and the Kalman filter gain value. The type of Kal-
man filter that is used in this system is an Extended Kalman Filter 
(EKF).

The hacker can manipulate the Kalman filter code in order to 
provide unintended or undesired vehicle conditions, vehicle per-
formance, and vehicle operation. Validity is defined as “0” is equal 
to an invalid value and “1” is equal to a valid value. If the signal’s 
validity is set to “0”, then that means the signal is unable to be 
changed. One would have to change the value by actually chang-
ing the cals or by setting other prerequisites signals to “1” before 
setting the signal under test to “1”. The changing of the validity bits 
and the Kalman filter gain may need some sort of manipulation that 
one cannot gain from modifying the CAN signals alone. One may 
need to somehow change the actual calibrations, as known as the 
cals, for the OBCM. This can be possibly accessed on the PCB board 
level of the OBCM through the using of either JTAG (Joint Test Ac-
tion Group) or SPI (Serial Peripheral Interface) command manipu-
lation. 

JTAG is a protocol that allows for chip-level debugging and 
downloading and uploading firmware to a chip. One can debug a 
chip with JTAG using just two wires, but it is more common to use 
four or five pin connections. Developers will disable JTAG firmware 
via either software or hardware [5].

 When disabling JTAG in software, the programmer sets the JTD 
bit, which is usually enabled twice via software during runtime. If 
the bit isn’t called twice within a short time, then the bit is not set. 
It is possible to defeat software protection by either using a clock 
or a power-glitching type of attack. 

The lead author also tested commands like this on both the 
engine controller module (ECM) component level , which is con-
sidered board level development and validation and also on the 
vehicle level.

JTAG is a serial communication protocol created by the Joint 
Test Access Group. Originally developed for boundary scan, JTAG is 
also used for communication with the Nexus debug interface (NDI) 
[6].

The following shows a vehicle’s normal operation. An attack is 
not present in this scenario on the vehicle’s high voltage battery.

Normal Signal Variables Operation:

Maximum Charge Limit Value = 400 V

Maximum Charge Limit Value Validity = 0 

Maximum Charge Limit Value Override = 0

Minimum Charge Limit Value = 160 V

Minimum Charge Limit Value Validity = 0 

Minimum Charge Limit Value Override = 0

Kalman Filter Gain Value = 1

Kalman Filter Gain Value Validity = 0

Kalman Filter Value Override = 0

Maximum HV Battery SOC = 100%

Minimum HV Battery SOC = 0%

The effects of the normal signal variables operation are shown 
in figure 18 and figure 19.

The following shows a vehicle’s undesired operation. An attack 
is present but is the vehicle protecting itself against it in regard to 
the vehicle’s high voltage battery.

Undesired Signal Variables Operation:

Maximum Charge Limit Value = 500 V
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Figure 18: Power (kW) Scope (400 V).

Figure 19: Battery Charge (Ah) Scope (400 V).

Maximum Charge Limit Value Validity = 0 

Maximum Charge Limit Value Override = 0

Minimum Charge Limit Value = 140 V

Minimum Charge Limit Value Validity = 0 

Minimum Charge Limit Value Override = 0

Kalman Filter Gain Value = 3

Kalman Filter Gain Value Validity = 0

Kalman Filter Value Override = 0

Maximum HV Battery SOC = 90%

Minimum HV Battery SOC = 10%

The system recognizes that the system is under attack, thus the 
validity signals are set to “0”.

The effects of the undesired signal variables operation are 
shown in figure 20 and figure 21.

The following shows a vehicle’s hacked operation. An attack is 
present and the vehicle is unprotected, thus the attacker can ex-
ploit the vehicle’s high voltage battery.

Hacked Signal Variables Operation:

Maximum Charge Limit Value = 600 V

Maximum Charge Limit Value Validity = 1 

Maximum Charge Limit Value Override = 1

Minimum Charge Limit Value = 100 V

Minimum Charge Limit Value Validity = 1

Minimum Charge Limit Value Override = 1

Kalman Filter Gain Value = 5
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Figure 20: Power (kW) Scope (500 V).

Figure 21: Battery Charge (Ah) Scope (500 V).



Kalman Filter Gain Value Validity = 1

Kalman Filter Value Override = 1

Maximum HV Battery SOC = 10%

Minimum HV Battery SOC = 0%

The hacker is able to override or force the validity signals to “1” 
in order to change the values of the signals.

The effects of the hacked signal variables operation are shown 
in figure 22 and figure 23.

In order to simulate the CAN communication between the 
hosts and the targets models in a vehicle, MATLAB and Simulink 
was used to accomplish this task. MATLAB has built in two Virtual 
Channels used to transmit and messages between targets and hosts 

on CAN. These channels are denoted as Virtual 1 Channel 1 and 
Virtual Channel 2. These channels follow Standard CAN Protocol 
11-Bit identifier. The Standard CAN Protocol 11-Bit identifier is 
shown in figure 24.

Figure 24: Standard CAN (11-Bit Identifier).

The start-of-frame (SOF) bit is used to mark the start of the mes-
sage. The SOF is also used for node synchronization after the bus 
has been idle. The 11-bit Identifier is used to establish the message 
priority. The lower the binary value, the more priority the message 
has. The higher the binary value, the less priority the message has. 
The remote transmission request (RTR) is dominant only when in-
formation is required from another CAN node. All of the CAN nodes 
receive the message request, but the identifier bit is the bit that 
determines which is the specific node. The dominant identifier ex-
tension (IDE) bit means that the CAN identifier with no extension 
is currently being transmitted. The reserved bit (r0) is set aside for 
use by a future standard amendment. The data length code (DLC) 
contains the number of the data bytes currently being transmitted 
on the bus. The data has a maximum of 64 bits (8 bytes) of data that 
can be transmitted. The cyclic redundancy check (CRC) is a 16-bit 
that contains the number of bits that is being transmitted, which is 
referred to as the checksum. The CRC is responsible for verifying 
the past data for error detection. The acknowledge (ACK) bit is 2 
bits. The first bit is the acknowledge bit. The second bit is the de-
limiter bit. The ACK is responsible for making sure that every node 
on the CAN bus is receiving accurate messages requests and accu-
rate message overwrites. If there is an error present in the message 
then the receiving node will detect the error and set the ACK bit 
as recessive. The ACK will then discard the message. The sending 
node will resend the message. This refers to the CAN bus arbitra-
tion. The end-of-frame (EOF) is a 7-bit field that marks the ends of 
a CAN frame. A CAN frame is also referred to as the CAN message. 
The EOF disables bit-stuffing. Bit-stuffing indicates that there is a 
stuffing error dominant in the message. If five bits of the same logic 
level occurs in succession during normal operation of the CAN bus, 
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Figure 22: Power (kW) Scope (600 V).

Figure 23: Battery Charge (Ah) Scope (600 V).



then the bit that is opposite to the logic level is then stuffed into the 
data. The interframe space (IFS) is a 7-bit space that contains the 
time required by the CAN controller to correctly place a received 
frame to the proper position in a message’s buffer area.

The Extended CAN message shares the same format as the Stan-
dard CAN message, except with the with the addition of the sub-
stitute remote request (SRR) bit, the identifier extension (IDE) bit, 
and the r1 bit. The substitute remote request (SRR) bit replaces the 
RTR bit in the Extended CAN message format. The SRR bit acts as 
a placeholder in the Extended CAN message format. The identifier 
extension (IDE) is a recessive bit that indicates if more identifier 
bits follow the IDE bit in the Extended CAN message format. An 18-
bit extension follows the IDE bit. The r1 bit follows the RTR bit and 
the r0 bit. The r1 bit is also an additional reserved bit that is before 
the r0 bit and the DLC bit.

The Extended CAN Protocol 29-Bit identifier is shown in figure 
25.

Figure 25: Extended CAN: 29-Bit Identifier.

Following the Protocol of Standard CAN 11-Bit Identifier, two 
models were created: one to act as the host model and the other 
to act as the target model in order to transmit and receive data be-
tween the two models.

The MathWorks MATLAB CAN Channel Message Filtering can be 
used to implement this task.

Two CAN channels were created to transmit and receive mes-
sages by specifying Vendor Name, Device Name, and Device Chan-
nel Index. The default Vendor Name is ‘MathWorks’. The default De-
vice Names are ‘Virtual 1’. This denotes that these are virtual CAN 
channels virtual real CAN channels. One would use virtual CAN 
channels for development work for prototype part testing phase. 
There are usually three phases of development and testing regard-
ing vehicles components. The first phase is engineering develop-

ment (ED). The second phase is design validation (DV). The third 
phase is product validation (PV).

The Device Channel Index sets the channel that one wants to 
transmit and receive data on. The default Device Channel Index has 
the transmit channel set to Channel 2 and the receive channel set 
to Channel 1.

txchannel= canChannel('MathWorks', 'Virtual 1', 2); % transmit 
message

rxchannel = canChannel('MathWorks', 'Virtual 1', 1); % receive 
message

If a real Vector CAN case is used then the following commands 
may be used:

txchannel = canChannel('Vector', 'VN1040 1', 2); % transmit 
message

rxchannel = canChannel('Vector', 'VN1040 1 ', 1); % receive 
message

The two messages that are sent from the host model to the 
target model using the “canMessage” function. The “canMessage” 
function consists of the identifier, the type of data either standard 
or extended depending on the type of CAN that is being used, and 
the data that is being sent. The maximum data limit which can be 
transmitted is 8 bytes or 64 bits.

txmessage1 = canMessage(250,false,8);

 txmessage2 = canMessage(250,false,8);

The following commands are used to start the transmit and re-
ceive channels:

Start(txCh)

Start(rxCh)

The first message contains the username and the second mes-
sage contains the password. 

txmessage1.Data = [‘Username’];

txmessage2.Data = [‘Password’];
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The username and password are required to login into the soft-
ware on a laptop in order to view module information, flashing 
modules, and also the ability to record CAN log data.

The following command will transmit the messages over Chan-
nel 1 from the host model.

txmes = transmit(txchannel, txmessage) 

The following command will receive the messages over Channel 
2 to the target model.

rxmes = receive(rxchannel, Inf)

The block diagram of the CAN communication attack sequence 
is shown figure 26.

Figure 26: Block Diagram of CAN Communication Attack 
Sequence.

The Simulink model is shown figure 27.

Figure 27: Simulink Model of CAN Channel Communication.

Conclusion

Overall, more automobile manufacturers are adding plug-in 
hybrid vehicles (PHEVs) and battery electric vehicles (BEVs) to 
their lineups. Each year the number of electric vehicles continues 
to grow proving this technology is flexible enough for a variety of 
vehicles from compact cars to utility vehicles. From the authors’ re-
search, it seems that model predictive estimation (MPE) is another 
tool that can be used for estimating the various systems in these 
types of vehicles. One should not just limit themselves to Propor-
tional-Integral- Derivative (PID) controllers alone. These vehicles 
will become more common as battery technology improves and 
new methods to protect these types of vehicles when they are con-
nected through vehicle-to-vehicle (V2V) or vehicle-to-grid (V2G) 
types of scenarios.

Cyber security has become more relevant and a mandatory 
requirement for automotive manufacturers. Current vehicles are 
equipped with more electronics than those of vehicle of about 
twenty years ago. Modern vehicles are equipped Wi-Fi and Blue-
tooth, with these features being standard equipment versus op-
tional equipment. Vehicles can now communicate with service di-
agnostics systems such as GM’s OnStar and FCA’s. Newer vehicles, 
especially PHEVs and BEVs, are able to be updated wirelessly. This 
is called Firmware Over The Air (FOTA). Firmware Over The Air is 
also referred to as Flash Over The Air.

Future Work

Future additions to the model predictive estimation (MPE) would 
include combining the MPE with a model predictive control-
ler (MPC) and/or a model predictive observer (MPO) in order to 
improve the performance of the Chrysler Pacifica Hybrid PHEV’s 
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system. Multiple Kalman filters may be used to filter, smooth, and 
predict disturbances in the system. Also due to the presence of the 
nonlinear model, an Unscented Kalman Filter (UKF) or a Particle 
Kalman Filter (PKF) may be implemented in order to overcome the 
nonlinearity of the system model. In addition, the authors would 
also try to implement these techniques for a battery electric vehicle 
(BEV). Future work would include using [7] as a basis for further 
Kalman filtering, MPE, and cyber security work. 

Model Predictive Estimation techniques that were investigated 
in this paper can also be applied to mild-hybrids and battery elec-
tric vehicles, which will also be pursued by the lead author.
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